9/14/00





The Healthcare Security and Privacy Workshop series described below contains a request for information from parties interested in being selected to participate. Please send the requested material to:





James  Schuping, CAE


Executive Vice President, WEDI


12020 Sunrise Valley Drive


Reston, VA 20191


Phone:703-391-2716


Fax:	703-391-2759


E-Mail: schups@aol.com





Please provide the material   Monday September 18, 2000.


You will be contacted about your selection by  September 22, 2000.





Steering committee members for the workshop series are:





 "Mike Ackerman, NLM" <ackerman@nlm.nih.gov>,


 "Bob Blakley, OMG" <blakley@tivoli.com>,


 "Ted Cooper, Stanford" <ted.cooper@kp.org>, 


  "Sue Fratkin -SURA" <sue@sura.org>,


 "Carol Haberman, NLM" <Carol_B_haberman@nih.gov>,


 "Dave Kirby, Duke" <kirby001@mc.duke.edu>,


 "Mary Kratz, Internet2" <Mkratz@umich.edu>,


 "Dr. Robert Miller- JHMI" <rmiller@pds.path.jhu.edu>,


 "Dave Mortel, Mayo/WEDI" <moertel.david@mayo.edu>,


 "Morgan Passiment, AAMC" <mpassiment@aamc.org>,


 "Jere Retzer  OHS"   <retzerj@ohsu.edu>,


 "Bill Rider, Johns Hopkins" <brider@jhmi.edu>,


 "Jim Schuping, WEDI" <Schups@aol.com>, 


 "Mike  Waldrum, UAB/SURA" mwaldrum@uabmc.edu,


 "Pat Wise CPRI-HOST" pat@digitalwise.com





(A list of hotels near  each of the workshop sites is an appendix to this document.)











Healthcare Security and Privacy Policy Workshop


Fall 2000





The impending privacy and security final rules stemming from the Health Insurance Portability and Accountability Act of 1996 (HIPAA) are garnering most of the attention of the healthcare community. In an effort to assist Academic Medical Centers in addressing the new regulations,  a series of workshops has been developed to analyze current health information security and privacy polices, make recommendations, and develop a resource of  best practices for healthcare security and privacy policy that will address the impact of the HIPAA regulations in Academic Medical Centers.   This workshop series is a collaborative effort of several major academic and healthcare related organizations. 








Internet2 is the Next Generation Internet created by the University Consortium for Advanced Internet Development.  The Internet2 community started an Internet2 Health Sciences Initiative last year to promote the development and adoption of health care capabilities that have been hampered by the existing Internet.  The Internet 2 Health Sciences workgroup believes that  a concise Security and Privacy Policy definition  is a necessary first step for both HIPAA compliance and to enable the development and use of advanced healthcare applications. A collaboration of Academic Medical Centers holds great promise   to address the concerns of current and future impacts on advanced application research and development.  Specifically, the middleware infrastructure being developed and deployed by the Internet2 includes the core elements of identifiers, authentication, directories, authorization and PKI.  The outcome of these workshops will serve as a basis for Internet2 Medical Middleware requirements, ultimately folding into the larger fabric of advanced services in the emerging common campus middleware infrastructure.





WEDI (Workgroup for  Electronic Data Interchange) is  one of the designated advisory organizations in the HIPAA law. WEDI has agreed that its  role in providing  recommendations to the Department of Health and Human Services fit well with this Academic Medical Centers initiative.  WEDI could provide a vehicle for dissemination of the outcome of the workshop series  to the healthcare  industry and leadership of HIPAA initiative.





The AAMC (Association of American Medical Colleges) Group on Information Resources had also identified a need for collaboration in policy development among AAMC member institutions (comprising medical schools, teaching hospitals, and other academic medical center entities).  AAMC agreed to participate in this workshop as a key component of its program to support the HIPAA implementation activities of its members.





The National Library of Medicine (NLM) feels that its support for these workshops is part of its mission with the AMC community.





SURA (Southeastern Universities Research Association) is endorsing and supporting this process as part of SURA's mission to foster excellence in scientific research.





Other groups represented on the steering committee for this workshop series include: CPRI-HOST and  OMG.








Goals of the Workshops





  The workshops' chief goals are:


Recommend health information security and privacy policy based on HIPAA requirements, existing best practice,  and an understanding of academic medical center processes and culture.  A concise policy will be developed to support all activities of a complex academic medical center environment: healthcare, research, teaching, learning, administration, and associated interactions with external entities. 





Identify barriers that must be overcome and any benefits or incentives that may be leveraged to deploy adequate policy within an Academic Medical Center. 





Recommend mechanism(s) and strategies to implement recommended information security and privacy policy successfully.  Suggest critical process changes that may facilitate policy implementation.





The results of the workshops will assist like-minded organizations and institutions to work towards more economical and inclusive ways of delivering health care security and privacy arrangements. We anticipate  that with the combined talents and experiences, of the participants in this workshop series a concise set of policies, procedures, and practices,   will be developed and made available to help Academic Medical Centers comply with HIPAA security and privacy regulations efficiently and economically.  In addition, such a policy document may be applicable to or provide useful tools for other segments of the healthcare industry.





Organization and Participation


Many Academic Medical Centers have security and privacy policy and strategy drafted to address the impending HIPAA regulations; however, there is no process to facilitate consistency of policies and procedures among institutions.  A Request for Information 


(RFI) will be sent to academic medical centers inviting them to indicate their willingness and commitment  to participate in this process in several ways.


by responding to the RFI


by sending a short (several pages) description of their approach to policy and  strategy related to HIPAA


by nominating individuals at their institutions who will be able to substantially add to the workshop process and will be influential in using the resultant material from the workshops to help guide their organization. (Nominees must commit to participating in all four work group sessions.)





From the submitted information, an invitation list will be formed by the steering committee for the workshops. Selected participants will be asked to contribute a copy of their relevant policy base. The contributors will retain copyright to the submitted material.





The participant-provided information, the HIPAA rules, and the WEDI draft guidelines for security and privacy policy will create the core of material that the work group will utilize in their evaluation, analysis, and recommendations. 











The RFI





The workshop series is intended to be populated by a collection of individuals each of whom can contribute to the discussions and deliverables. To meet this objective, the steering committee requests each interested organization  submit a  summary  document describing their  key strategy elements and policy elements related to achieving and maintaining HIPAA compliance. The RFI responses should address the following elements and will be the primary criteria with which the steering committee formulates a participant list for the workshops. 





Required elements of the RFI 


 Institutional Name


Contact Person, Phone, Email


Formulation


(A description of the guiding principles used in setting strategy for HIPAA compliance and security/privacy generally.)


Implementation


(A description of how you've planned for the implementation of  HIPAA compliant policy, procedure, and systems )


Enforcement


(A description of the "tools" are you using or expecting to use to ensure that practices are in keeping with plans for security and privacy measures.)


Oversight


(A description of how you are (or expect to) monitor and guide security/privacy efforts at your institution.)





Selected workshop  participants will subsequently be asked to provide copies of the relevant policy base in their organizations to which they will retain copyright.





   


Agenda


 The workshop series involves four work group sessions for all selected participants and some pre and post workshop activity as described below.





Mid August


Announcement mailing


Send out RFI– RFI and/or sample documents due by early Sept.


Attendees will be chosen in early September and copies of policy bases submitted by attendees.





Mid September 


Begin synthesis of information received for distribution and use at October 2000  meeting 








Workshop Sessions Summary Table


SESSION #


And DATE�
LOCATION�
SESSION FOCUS  and DELIVERABLE�
�
Session I: 


Oct 19-20�
Kaiser-Permanente (Oakland Ca)�
Focus: What are the Necessary Conditions for HIPAA-Compliant Security and Privacy Policy?


Deliverable: Draft of policy framework for AMCs to obtain HIPAA compliance.


�
�
Session II: November 16-17�
Duke (Durham NC)�
Focus: What are the Barriers to Getting Us Where We Need to be? 


Deliverable: Draft of paper analyzing barriers.


�
�
Session III: December 4-5�
SURA (Texas A&M)�
Focus:  How do We Operationalize the Policy Framework? 


Deliverable: Draft of guide for viable procedures and practices that  follow the policy framework and respect the barriers.�
�
Session IV:


Jan 11-12�
NLM (Lister Hill)�
Focus: What Solutions Do We Need To Pursue In Order To Move Forward?


Deliverable: Draft of planning document for individual AMC and group AMC efforts.�
�









Session I


October, 19-20 2000


Oakland, CA


Kaiser





This session provides the background information needed to frame the work to be done in the remaining sessions.  Will focus on the question of where do we ultimately want to be in our approaches to security and privacy policy and review the compiled RFI, sample documents submitted, WEDI guidelines, and begin gap analysis.





What will the ideal policy model of tomorrow look like?


What are the leading edge healthcare and security thinkers saying about security and privacy policy?


What do other organizations imagine the systems they field will do in the long run and how will they be structured to meet growing security and privacy needs?


How do the submitted material and the WEDI guidelines align with the HIPAA regulations?





Session II


November 16-17


Duke


Participants will focus on identifying and characterizing barriers to realizing the security and privacy policy described in Session I and rank the importance of overcoming each, and possible mechanisms to reduce or remove barriers.





What kinds of technologies and technology-based services need to be in place to create the kinds of systems identified in Session I?


What technology barriers must be overcome?


What financial issues need to be overcome to encourage the development of security and privacy policy deployment?


Will there be economic impacts, if so, to whom and in what way?


How to inform and work with patient (consumer) community when implementing security and privacy policies and procedures?





Session III


December 4-5


SURA/Texas A&M





This session will look at the broader security and privacy environment as it exists today along with the barriers and recommendations from Session II.  We will evaluate the feasibility of suggested policies and procedures from Session I in the current healthcare environment,  recommend changes and refinements in the evolving policy model, and recommend procedures and practices that will fit the policy framework and respect the barriers.





What is already being done to address the barriers identified for a given area?


What are the shortcomings?


Where are standards lacking or deficient?


Where are we facing technology, cultural, and financial limitations?


Where can we make use of what already exists?


Where can we work to resolve unaddressed needs?








Session IV


January 11-12 2001


NLM(Lister Hill)





This session will review the previous discussions and recommendations about security and privacy policy in Academic Medical Centers and identify the most important areas of need and refine recommendations. 





What kinds of organizational mechanisms need to be established to ensure that this work goes forward to all healthcare stakeholders?


What relationships need to be cultivated in order to help the development community realize the objectives laid out during the workshop?


What milestones should be set to ensure progress and what is a reasonable timeline for working to meet these milestones?


To which individuals and organizations should the final report be sent?


Documents to be taken from draft to final status.





Post Workshop Activity


February 2001





A public healthcare industry briefing will present the compiled results of the workshop that will be made available to all contributors and participants as well as the healthcare community. We expect to either introduce this material at the February HIMSS or at a separate meeting at NLM (Lister Hill).


�
Appendix - Hotels near the workshop sites 





Hotels Located Near - THE NATIONAL LIBRARY OF MEDICINE AT NIH





Office of High Performance Computing and Communications


8600 Rockville Pike


Building 38A, Room B1N30


Bethesda, MD 20894


(301) 402-4100





Ramada Bethesda Hotel and Conference Center


8400 Wisconsin Avenue


Bethesda, MD			To be a “Four Points Sheraton” as of November 2000.


301-654-1000    			Nearest hotel; within walking distance.





Hyatt Regency Bethesda


One Bethesda Metro Center		On Bethesda Metro stop.  One stop to NIH (Medical


Bethesda, MD 			Center Station).   Convenient to restaurants.


301-657-1234				Scheduled hotel transportation to NIH.





Bethesda Marriott 


5151 Pooks Hill Road


Bethesda, MD


301-897-9400				Scheduled hotel transportation to NIH.		





Holiday Inn				


8120 Wisconsin Avenue


Bethesda, MD			.


301-652-2000


(or 1-800- Holiday 


s/a 1-800-465-4329)			Currently under renovation.





Notes:





Traveling by Metro, the NLM is within walking distance from the Medical Center Station.  Exit the escalator to your left.  Walk to Center Drive, and to the Lister Hill Center (Bldg 38A).





The Office of High Performance Computing and Communications is in the Lister Hill Center (Building 38A) on the campus of the National Institutes of Health.  It is located in the high-rise building directly behind the two-story National Library of Medicine.  The NLM faces Rockville Pike. 





Maps and other visitor information are available from:





http://www.nlm.nih.gov/about/guides_maps.html


�
Hotels near the Duke Campus








     Regal Hotel         SRO                  $139/     $98.00    


     2800 Campus Walk Avenue   


     Walking distance to the workshop


     919/383-85752424 





     Brownstone Inn       $56 (single) $62 (double)


     2424 Erwin Rd 


     Durham, NC


    (919) 286-7761


     Walking distance to the workshop





     University Inn       $65 (king or double)


      502 Elf St 


      Durham, NC


     (919) 286-4421 


      Walking distance to the workshop 





     Washington Duke Inn:     Golf View; SRO                 $285.00 


      3001 Cameron Blvd  


     919/490-0999 Walking distance to the workshop


 


     Marriott Civic Center     SRO                  $144


     201 Foster Street   Friday Night Special           


     919/768-0600


    The center is approximately 2 miles from the Medical Center.





     Holiday Inn Express SRO                  $72.00  


     2516 Guess Road


     919/313-3244 


    About  3 miles from Duke Medical Center      











      


�
Hotels in Oakland Ca.





Clarion Suites Lake Merritt 


1800 Madison St Oakland, CA 


(510) 832-2300


 (5 min. walk)





Marriott Oakland At City Center   


1001 Broadway Oakland, CA 


(510) 451-4000 


(15-20 min. walk, 5-10 min. cab)





Executive Inn-Oakland    


1755 Embarcadero Oakland, CA


 (510) 536-6633 


(10-15 min. cab ride)





The Claremont Resort and Spa 


  41 Tunnel Road Berkeley, CA 94705


 (15 min cab ride)





Hilton Airport  


One Hengenberger Road 


Oakland, California 94621 


(30 min cab ride)





For more information on Oakland Hotels see


http://www.funtastikcalifornia.com/Oakland/OaklandHotel.html





Reservations in Oakland can be in short supply.


The subway (BART) from San Francisco stop at 18th and Broadway is about a 5 min. walk to 2101 Webster.�


�
Hotels in  Houston (SURA/Texas A&M)





WITHIN WALKING DISTANCE FROM MEETING SITE


Holiday Inn & Suites-Medical Center		            State Contract Rate: $70.00


6800 Main Street 						Limited number of rooms at State rate.	


Houston, TX 77030


713-528-7744


(formerly Harvey Suites-Houston Medical Carter)





Crowne Plaza Houston Medical Center 			State Contract Rate: $78.00


6701 South Main Street   					Limited number of rooms at State rate


Houston, TX 77030


713-797-1110


800-227-6963


(formerly Holiday Inn-Houston Medical Center)





Plaza Hilton							State Contract Rate: $100.00


6633 Travis Street						Limited number of rooms at State rate


Houston, TX 77030


713-313-4000


800-445-8667





NOT WITHIN WALKING DISTANCE PROM MEETING SITE 








Park Plaza Warwick						State Contract Rate: $70.00


5701 Main Street						Limited number of rooms at State rate.


Houston, TX 77005


713-526-1991


(formerly The Wyndham Warwick)




















