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 MYTHS ABOUT

MOBILE
HEALTH APPS
YOUR HEALTH DATA MIGHT BE AT RISK!



MYTH:
MY  SLEEP  TRACKER
PROTECTS  MY  DATA
THE  SAME  WAY  MY
DOCTOR  DOES

FACT: Apps (like your patient portal)
offered by a doctor, hospital, other

provider, and health insurers are required
to follow HIPAA privacy & security rules. 

Standalone mobile health apps might not
have to follow the same rules.

YOUR HEALTH DATA MIGHT BE AT RISK!



MYTH:
AI  HAS  TO  KEEP  MY

DATA  PRIVATE

FACT: Some artificial intelligence (AI)
products may use your data to train their
models or otherwise share it.

If you are uncomfortable with your private
data potentially being used in this way,
consider how you want to use AI tools.

YOUR HEALTH DATA MIGHT BE AT RISK!



MYTH:
ALL  MY  HEALTH  APPS
ARE   SAFE  TO  USE  AND
WILL PROTECT   MY
DATA 

FACT: While some voluntary efforts are
underway, there is not yet a universal

privacy & security approval process for
mobile health apps. Only those covered by
the HIPAA law have to protect your data in

the same way a doctor, hospital, other
provider, or health insurer does.

IF YOU’RE CONCERNED ABOUT YOUR DATA,
KEEP SWIPING FOR RESOURCES 



CURRENT  EFFORTS
Medicare App Library*

These resources can help you find apps that have
shown minimum standards are met, including

some that follow HIPAA rules.

Medicare Connected Apps
Directory (Blue Button)*

*Specifically for those covered by Medicare, but may be referenced by all



Think Before You Click

Follow these
additional free tips
to protect your data.

&

CURRENT  EFFORTS

FIND IT AT WEDI.ORG



LEARN   MORE 

The Workgroup for Electronic Data Interchange
(WEDI) is a nonprofit multi-stakeholder

organization seeking to improve health care at
lower cost through collective action. 

WEDI is an official advisor to the U.S. Secretary
of Health & Human Services (HHS).

This resource was made by WEDI members
participating in their Patient Experience and

Privacy & Security workgroups.

WWW.WEDI.ORG


